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Unit 1: Introduction to Linux Operating System

This unit provides a foundational understanding of the Linux operating system, covering its
key characteristics, architectural components, the role of the shell, and the fundamental

concepts of files and directory structure.
1.1 Features of Linux OS

Linux is a powerful, open-source, and widely used operating system known for its robust

features. Here are some of its prominent characteristics:

« Open Source: The source code of Linux is freely available to the public, allowing
users to view, modify, and distribute it. This fosters collaboration, transparency, and

rapid innovation.

o Multi-user: Linux can simultaneously support multiple users, each with their own
accounts, files, and processes, making it ideal for servers and networked

environments.

o Multitasking: It can execute multiple tasks or programs concurrently, efficiently

managing system resources and providing a responsive user experience.

o Portability: Linux is highly portable and can run on a vast range of hardware
architectures, from embedded systems and mobile phones to desktops, servers, and

supercomputers.

o Security: Linux is renowned for its strong security features, including robust file
permissions, user authentication, and a vigilant community that quickly addresses

vulnerabilities.

« Stability and Reliability: Linux systems are known for their exceptional stability
and uptime, making them a preferred choice for mission-critical applications and

SCrvers.
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+ Flexibility and Customization: Users have a high degree of control over the system,
allowing for extensive customization of the desktop environment, software packages,

and system configurations.

« Networking Capabilities: Linux offers excellent networking support, providing a
wide array of tools and protocols for network configuration, communication, and

administration.

o Cost-Effective: Being open-source, Linux itself is free to use. This significantly

reduces software licensing costs for individuals and organizations.

o Large Community Support: A massive global community of developers and users
contributes to Linux, offering extensive documentation, forums, and support

resources.

1.2 Components/Architecture of Linux OS (Hardware, Kernel, Shell, GNU Utilities &
Applications)

The Linux operating system is comprised of several interacting components that work

together to provide a functional computing environment:

Applications

Kernel

Hardware

Utilities
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o Hardware: This refers to the physical components of the computer system, such as
the CPU, RAM, hard disk, network card, and input/output devices. The kernel

interacts directly with the hardware.

o Kernel: The kernel is the core of the Linux operating system. It acts as an
intermediary between the hardware and the software applications. Its primary

responsibilities include:

o Process Management: Scheduling and managing the execution of various

programs.
o Memory Management: Allocating and deallocating memory to processes.

o Device Management: Controlling and communicating with hardware devices

through device drivers.

o System Calls: Providing an interface for applications to request services from

the kernel.

o Shell: The shell is a command-line interpreter that provides an interface for users to
interact with the kernel. It takes commands typed by the user, interprets them, and

passes them to the kernel for execution. It also displays the output from the kernel.

« GNU Utilities (or System Ultilities): These are a collection of essential tools and
programs that provide basic functionalities for file manipulation, text processing,
system administration, and more. Examples include Is (list files), cp (copy files), mv
(move files), grep (search text), tar (archive files), gcc (GNU C Compiler), etc. These
utilities are often part of the GNU Project, which aims to create a complete free

software operating system.

o Applications: These are the software programs that users interact with to perform

specific tasks. This can range from web browsers, word processors, and media players
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to development tools, databases, and specialized scientific software. Applications rely

on the underlying kernel and GNU utilities to function.
1.3 Shell in Linux (Bash, Zsh, Dash — Features and Differences)

As mentioned, the shell is crucial for interacting with the Linux kernel. Several different

shells are available, each with its own features and nuances.
1. Bash (Bourne-Again SHell):

o Features: Bash is the default shell on most Linux distributions. It is highly
compatible with the original Bourne Shell (sh) and includes numerous

enhancements. Key features include:

» Command-line editing: Allows users to edit commands using arrow

keys, Ctrl keys, etc.

= Command history: Stores previously executed commands, accessible

via arrow keys.

= Tab completion: Autocompletes commands, filenames, and directory

names by pressing the Tab key.

= Scripting capabilities: Supports writing complex shell scripts for

automation.
= Job control: Allows managing background and foreground processes.

= Alias support: Enables creating shortcuts for frequently used

commands.
2. Zsh (Z SHell):

o Features: Zsh is an extended and highly customizable shell that builds upon
Bash and adds many advanced features, often aimed at improving user

productivity. Some notable features include:
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Smarter tab completion: More intelligent and context-aware
completion for commands, options, and arguments.

Spelling correction: Automatically corrects typos in commands.
Powerful globbing: Advanced pattern matching for filenames.

Plugin architecture: Supports a wide range of plugins and themes (e.g.,

Oh My Zsh) for extensive customization.

Shared command history: Can share command history across multiple

Zsh sessions.

Better array handling: More robust array manipulation.

3. Dash (Debian Almquist SHell):

o Features: Dash is a much smaller, faster, and simpler shell compared to Bash

and Zsh. It aims for POSIX compliance and is often used as the default /bin/sh

on Debian-based systems (like Ubuntu) for executing system scripts. Its

primary features include:

Lightweight: Minimal resource consumption.

Fast execution: Optimized for speed, making it suitable for system

scripts that need to run quickly.

POSIX compliant: Adheres strictly to the Portable Operating System

Interface standard.
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Bash  (Bourne-Again Dash (Debian Almquist
Feature/Aspect Zsh (Z SHell)
SHell) SHell)
Fast, lightweight for
General interactive use,||Advanced interactive use, power
Primary Role ‘ o o system scripts, POSIX
widespread scripting user productivity '
compliance
. . ||/bin/sh on Debian-
) o macOS (since Catalina), Kali
Default On Most Linux distributions || . based  systems  (for
Linux, Deepin
scripts)
Moderate (via|High (via .zshrc, frameworks|Very Low  (minimal
Customization )
.bashrc) like Oh My Zsh, plugins) configuration)
Excellent (smarter tab
Interactive Good (history, basic tab _ . ~ |Minimal (not designed
. y completion, spelling correction,|| .
Features completion, editing) : Y O for interactive use)
auto-suggestions, rich history)
Robust, widely|[Extended Bash capabilities, .
Scripting ' ) POSIX-compliant only,
compatible, supports|powerful globbing, better array
Features ‘ ‘ basic features
arrays, functions handling
Slightly slower than Bash for
Good balance of features|| Very fast, very low
Performance scripts (due to more features),
and speed memory usage
excellent for interactive speed
Mostly compliant, but
POSIX Mostly compliant, but has
has "Bashisms" Strictly POSIX compliant
Compliance ‘ "Zshisms" (extensions)
(extensions)
Community Very large, extensive|Large and active, especially for|Smaller, primarily for
Support documentation Oh My Zsh system administrators
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1.4 Introduction to Files and File Types in Linux (text, binary, special files)

In Linux, everything is treated as a file. This "everything is a file" philosophy simplifies

interaction with various system components.

« Files: A file is a collection of data stored on a storage device. In Linux, files are
organized hierarchically within a directory structure. Each file has a name,

permissions, ownership, and other attributes.

« File Types: Linux distinguishes between several types of files, each serving a specific
purpose:

o Regular Files (Commonly "text" or ""binary''): These are the most common

type of files and contain actual data.

= Text Files: Contain human-readable characters (ASCII, UTF-8, etc.).
Examples include configuration files (.conf), source code (.c, .py), plain
text documents (.txt), and shell scripts. You can view and edit them

directly with text editors.

» Binary Files: Contain machine-readable code or data that is not directly
human-readable. These files are typically compiled programs
(executables), images (.jpg, .png), audio files (.mp3), video files (.mp4),
or compressed archives (.zip, .tar.gz). You cannot view their content

directly in a text editor as it would appear as gibberish.

o Directory Files (Directories/Folders): These are special files that contain a
list of other files and directories. They act as containers for organizing the file

system. In Linux, a directory is also considered a type of file.

o Special Files: These represent hardware devices or other system resources.

They are typically found in the /dev directory.
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Block Device Files: Represent devices that transfer data in fixed-size
blocks, such as hard drives (/dev/sda), CD-ROM drives (/dev/sr0), and
USB drives.

Character Device Files: Represent devices that transfer data character

by character, such as terminals (/dev/tty), serial ports, and printers.

FIFO (Named Pipes): These are special files used for inter-process
communication (IPC). Data written to one end of the pipe can be read
from the other end. They allow processes to communicate without direct

knowledge of each other.

Sockets: Used for inter-process communication across a network or
within the same system. They allow different processes to exchange

data.

o Symbolic Links (Symlinks/Soft Links): These are pointers or shortcuts to

other files or directories. They contain the path to the original file/directory. If

the original file is deleted, the symlink becomes broken.

o Hard Links: These are direct references to the same underlying data on the

disk. Multiple hard links can point to the same file data. If one hard link is

deleted, the data remains accessible as long as at least one other hard link exists.

Hard links can only refer to files on the same file system.
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1.5 Linux Directory Structure and File System Hierarchy Standard (FHS)

The Linux file system is organized in a tree-like, hierarchical structure, with the root

directory (/) at the top. This structure is standardized by the File System Hierarchy

Standard (FHS), which defines the purpose of various directories to ensure consistency

across different Linux distributions.

R -

Root
Directory

Essential User Command Binanes

Static Files of the boot loader

Device Files
Host specific system configuration
User home Directories

Shared Libranes
Removable Madia

Mounted Filesystem

Add-on Application software package
System Binaries
Data for service from system
Temporary Files

User Utilities and Applications

Process Information
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Here's a breakdown of the key directories as defined by FHS:

/ (Root Directory): The top-level directory of the entire file system. All other

directories and files are located under this directory.

/bin (Binaries): Contains essential user commands (executables) that are required for

basic system operation and are available to all users. Examples: Is, cp, mv, cat.

/sbin (System Binaries): Contains essential system administration commands
(executables) that are typically used by the root user for system maintenance and

management. Examples: fdisk, mkfs, reboot.

/etc (Etcetera): Contains system-wide configuration files for various applications

and services. Examples: passwd, fstab, network/interfaces.

/dev (Devices): Contains special files that represent hardware devices. Examples:

/dev/sda (first hard drive), /dev/tty (terminal).

/proc (Processes): A virtual filesystem that provides information about running
processes, kernel parameters, and system statistics. It's not stored on disk but is

generated dynamically by the kernel.

/var (Variable): Contains variable data that changes frequently during system
operation, such as log files, mail queues, and temporary files. Examples: /var/log,

/var/mail.

/tmp (Temporary): Contains temporary files created by users and applications.

These files are often deleted on system reboot.

/home (User Home Directories): Contains the personal directories for regular users.

Each user has their own subdirectory within /home (e.g., /home/username).

/root (Root User's Home Directory): The home directory for the root

(administrator) user. It is separate from /home for security reasons.
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o /usr (Unix System Resources): Contains user-level programs, libraries,
documentation, and other read-only data that is not essential for basic system

operation. This is a very large and important directory.
o /usr/bin: Non-essential user commands.
o /usr/sbhin: Non-essential system administration commands.

o /usr/local: Used for software installed by the system administrator from source

code, rather than through the distribution's package manager.
o /usr/share: Architecture-independent shared data (e.g., documentation, icons).

« /opt (Optional): Contains optional software packages that are not part of the standard
system distribution. Often used for third-party software that is self-contained.

« /boot (Boot): Contains files required for the system to boot, including the Linux

kernel and boot loader configuration files (e.g., GRUB).

« /lib (Libraries): Contains essential shared libraries required by the binaries in /bin

and /sbin.
« /media: Mount point for removable media devices like USB drives, CDs, and DVDs.

o /mnt (Mount): A temporary mount point for mounting file systems (e.g., network

shares, other partitions) manually.

« /srv (Services): Contains site-specific data served by the system, such as data for web

servers, FTP servers, etc.
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